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Abstract Multimedia social networks (MMSNs) have provided a convenient way
to share multimedia contents such as images, videos, blogs, etc. Contents shared by
a person can be easily accessed by anybody else over the Internet. However, due to
various privacy, security, and legal concerns people often want to selectively share
the contents only with their friends, family, colleagues, etc. Access control mech-
anisms play an important role in this situation. With access control mechanisms
one can decide the persons who can access a shared content and who cannot. But
continuously growing content uploads and accesses, fine grained access control re-
quirements (e.g. different access control parameters for different parts in a picture),
and specific access control requirements for multimedia contents can make the time
complexity of access control to be very large. So, it is important to study an ef-
ficient access control mechanism suitable for MMSNS. In this chapter we present
an efficient bit-vector transform based access control mechanism for MMSNs. The
proposed approach is also compatible with other requirements of MMSNSs, such as
access rights modification, content deletion, etc. Mathematical analysis and experi-
mental results show the effectiveness and efficiency of our proposed approach.

1 Introduction

Over the past few years with the advent of web 2.0 technologies, social media such
as blogs, images, videos, etc. have become much popular due to their wide reach and
easy accessibility. Social media depending on the type of media is generally shared
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over various types of social networks. In particular, the multimedia social networks
(MMSNS5s) such as YouTube[5], Facebook[6] and, Flickr[7] etc. which allow sharing
of multimedia contents, such as images, videos, audios, etc. have become much
popular. MMSNSs allow easy sharing and spread of multimedia contents. People can
easily share any multimedia contents from anywhere in the world and the shared
contents can be accessed conveniently anywhere.

Although people can easily share their multimedia contents over MMSNSs, there
are often various privacy, security, and legal concerns[1][2][3][4] due to online shar-
ing of personal multimedia contents. Privacy and security concerns are about unwill-
ingness to disclose contents to a particular group of people, unintentional disclosure
of identity and sensitive information, and threat of content modification for uneth-
ical purposes. For example, a cancer patient may wish to share the pictures related
to his disease only with his doctors and family members[2]. Or due to the threat of
content modification, a person may wish to share his pictures only with trustworthy
friends. Legal concerns are about unsuitability of content to a group of persons and
restrictions associated with copyrighted contents. For example, due to legal restric-
tions a person may wish to share a video containing violent scenes with the persons
above some specific age only. Or due to copyright issues, some contents may not
be shared to the users in some countries. All privacy, security and legal issues may
socially and economically harm a person. Therefore, people usually want to selec-
tively share their multimedia contents.

Access control mechanisms[9][10][18] provide one way to selectively share
the contents in MMSNs. By access control mechanisms a person can define the
credentials[21] required by anybody else to access the contents shared by the per-
son. Credentials are in the form of social relationship parameters such as friendship
level, trust level, age, allowed countries, etc. [10][23][27]. Similarly, each individ-
ual has credentials associated with his profile. Access control mechanisms work by
verifying the credentials of an individual accessing a content with the credentials
required to access the content. If an individual has sufficient credentials to access a
content, then only he is allowed to access the content.

Access control mechanisms are simple and only require comparison of the cre-
dentials. But large number of contents upload and accesses make the access control
difficult in MMSN:Ss. For instance, according to the statistics provided by Youtube
[S] currently every minute about 24 hours of video is uploaded on Youtube and
2 billion videos are watched everyday on Youtube. Furthermore, large number of
users (according to Facebook[6] there are more than 500 million active users are
on Facebook) , and rapid growth rate of users over MMSNs(according to Nielsen
online[8], facebook recorded a growth rate of 228% over the period of February,
2008 to February, 2009) makes the task of access control more difficult.

Also, as suggested in [15][20][24], users may require fine grained access control
for their shared contents. For example, a user may wish to protect some words in his
blog, or specific parts in a picture from specific persons. Another specific require-
ment for multimedia contents may be to allow the users to specify several discrete
access control parameters instead of only binary access parameters (in which some-
one either can or cannot access a content). For example, an access value of 0.5 may
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refer to access to a low resolution version of the original picture. To satisfy these
multimedia specific requirements, we need to treat each specific part of a content
(or contents with different access parameters) as an independent content.

Thus, due to the large growth rate, large number of content uploads and accesses,
fine grained access control requirements, and multimedia specific access control re-
quirements, the access control time may grow several times in MMSNSs. This neces-
sitates an efficient access control mechanism suitable for MMSNSs. However, most
of the existing works on access control in social networks focus on new social net-
work models[18], policy description[21][23], and privacy and security issues[3][24]
in social networks. Authors in reference [16] discussed the issue of complexity of
access control in social networks and requirements of an efficient access control so-
lution, and proposed an efficient access control scheme. However, as we discuss in
section 2, the proposed efficient control solutions is user based (no access rights are
associated with the contents so if a person is allowed to access then the person can
access all the contents) not the content based, which may not be suitable for access
control in present day MMSNSs. To the best of our knowledge there is no existing
work that discusses efficient content based efficient access control mechanism (a
preliminary version of this work appeared in [22]).

In this chapter, we focus on designing an efficient access control mechanism
suitable for access control in present day MMSNSs. For this purpose, we propose
a bit-vector transform[19] based access control method. In the proposed approach
we model the contents, content access rights and users in MMSNSs for efficient ac-
cess control. In addition, we also propose an improvement to make the proposed
method more suitable when multiple contents share the identical access rights. The
proposed approach is also able to provide the functionalities required in MMSNs
such as multimedia content deletion and access rights modification using data in the
bit-vector transform domain. The proposed access control mechanism is efficient
due to efficient representation of data in the bit-vector transform domain and effi-
cient operations on data after the bit-vector transform. Mathematical performance
analysis and experimental results show effectiveness and efficiency of our proposed
mechanism for MMSNs.

The rest of this chapter is organized as follows. Section 2 discusses the related
works. In section 3, we present the access control model. In section 4 our proposed
access rights organization based access control mechanism is discussed. In section
5 we propose a technique to make the access control more efficient when multiple
contents share the same access rights. Performance analysis is in section 6. Finally,
the chapter is concluded in section 7.

2 Related Works

In this section we discuss about various access control mechanisms in social net-
works, and requirement of efficient access control in social networks.
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2.1 Access Control in Social Networks

In literature, a variety of access control mechanisms have been proposed for the so-
cial networks to address various aspects, such as new models of access control[9][10]
[18][21], security and privacy [3][24][25], and policy description[23], etc. have been
proposed in literature.

Carminati et al. in [9][10] described the access control policies using friend of a
friend(FOAF) [21] scripting language. FOAF provides vocabulary to manage the
access control based on the relationship between the individuals. Each relation-
ship can be defined on a scale from 0 to a maximum value, called the domain of
relationship(D)[18]. For example, the level of friendship can be defined using the
values between 0 and 100. The authors in [10] defined access rule for an object
with ID oid using the tuple (oid, cset), where cset is a set of conditions {cond],
condy,...condy, } that must be fulfilled by an individual to access the object oid. All
the conditions must be fulfilled by an individual, who wants to access oid. There can
be more than one rule defined for an object. In this case all the rules need to be ver-
ified one by one until a valid proof, if any, is obtained. The conditions in the access
rules can be trust level, friendship level, country, name of persons, etc. [10][23][27].

In [18] authors proposed a digital rights management (DRM) [12][13][14] based
solution of doing the access control in social networks. In the proposed mechanism
digital contents are considered as physical good. The authors proposed solutions
similar to that exist in physical world. For example, in physical world a book can be
rendered to only one person at a time so allow access of an e-book only to one person
at a time. The proposed method is suitable for copyrighted contents. However, it may
limit the distribution capability of Internet.

Ianella in [23] emphasized the need of inter operability between the contents
shared between different social networks so that users need not to share their con-
tents multiple times. But it requires same access control parameters for different so-
cial networks so that the same policy may be applied. It may be difficult as presently
different existing social networks have different access policies. Furthermore, due
to privacy and business related reasons social network providers may not agree for
inter-operable framework.

Various authors have discussed about different types of privacy concerns in social
networks and access control mechanisms to deal with the privacy concerns. Beato
et al. in [24] discussed about privacy threats from the social network providers. The
authors proposed an access control model that is not regulated by the social network
provider but it is under the control of users. But in order to use the proposed system
users must know technical details of access control mechanism and cryptographic
protocols, which may be very difficult practically. Loukides and Gkoulalas-Divanis
in [3] discussed privacy concerns of a user resulting from other users in the so-
cial network and social network provider. The main privacy concerns due to other
users in social networks according to authors are identity disclosure, and content
disclosure. Access control mechanisms mainly deal with the privacy concerns due
to content disclosure.
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Authors in [11] and [26] argued the use of decentralized approach to online so-
cial networking to handle privacy and inter-operability issues in present day social
networks. Using decentralized system users can privately share their own data by
maintaining their data on their own trusted servers. The data of other users can be
accessed using FOAF vocabulary[21]. But enforcement of decentralized access con-
trol policies may be difficult and inefficient in present day social networks due to
relationship based access control in present day social networks[11]. Furthermore,
although decentralized approach may be more effective in terms of privacy but it
will lack a good user interface and interaction (e.g. in the form of status updates)
between users as provided by present day social networks. Good user interface and
interaction are some of the main reasons of popularity of present day social networks
over other mediums of sharing the contents such as email. To tackle these problems,
Baden et al. in [28] presented a social network model called Persona using public
key cryptography and attribute based encryption. Persona uses a decentralized ap-
proach yet it is able to provide the interface and interaction as provided by present
day social networks. For this purpose, it uses a group based content sharing, where
users in a group can access any content shared by a user in the group for the group.
However, the proposed mechanism may involve a large overheads due to crypto-
graphic operations during formation of group, or removal of any member from the
group. Furthermore, using decentralized approach users have to pay for storage and
computations involved as opposed to free storage and computation power provided
in present day social networks, which make them much popular.

Shehab et al. in [25] discussed the privacy infringement due to third party appli-
cations on the social networks. These application require user data but users often
don’t know how much data is being disclosed to the third party applications. So,
authors proposed a finite state machine based approach for providing data access to
the third party applications.

Although various access control mechanisms exist for different privacy require-
ments, in this work we mainly focus on access control mechanisms for content dis-
closure to other users in the social networks.

From the access control models studied in this section, we found that the ac-
cess control model proposed by Carminati et al. in [9][10] is more suitable for cur-
rent social networks. So, we use an extension of social network model proposed by
Carminati et al. as the basis, which we discuss in section 3.

2.2 Efficient Access Control

Various authors recently have discussed the need of finer and efficient access control
requirements[20][15][16][11] in various scenarios. In [20], Tootoonchian et al. pro-
posed an inter-operability framework for different social networks. The motivation
behind that is that users are generally on different social networks and moving a
content from one social network to another social network is difficult. In such cases,
due to the different policies in different social networks, finer and more number
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of access control parameters may be needed. Gates in [15] have stated four key re-
quirements while designing an access control system for social networks. One of the
requirements according to Gates is the fine grained access control i.e. access control
mechanisms should also be able to manage the access control for fine grained details
inside the object. For example, a user may wish to protect some words in his blog,
or specific parts in a picture from specific persons.

Authors in [16] discussed the effect of fine grained access control on rising ac-
cess control time complexity. In [16] authors proposed a trusted distance classifier
based scheme to efficient access control. In the scheme, for each user profile, other
users are classified into three categories viz. acceptance, attestation, and rejection.
Users in the acceptance zone are accepted immediately and the users in the rejection
zone are rejected immediately. Requests in attestation zone require additional autho-
rization, which is done by attesters designated by the user. The proposed scheme in
[16] can reduce the access control time as it eliminates the need of comparison of
attributes associated with users accessing the contents with the attributes associ-
ated with the contents. But the scheme may not be suitable for access control in
present day social networks because of the following two reasons. First, the pro-
posed access control mechanism does the access control on the basis of users not
the contents but practically users may have different access control requirements
for different contents. Second, for the users in attestation zone manual attestation
by designated attesters is required, which may cause significant delay and incon-
venience to users. The bit-vector transform based method presented in this chapter
does efficient access control and it is also suitable for present day social networks.

3 Model of Access Control

In this work, we model the system by modifying the access control model proposed
by Carminati et al. in [9][10]. In the access control model in [9][10], an access rights
vector is associated with each content. Let the access rights vector (R° for content ¢)
be given by: R°={ry, ra,... ,yp }, where ry, ra,... , and ry are M access rights. Each
access right is in the form of an interval and has a domain of all possible allowed
values. If the domain of the j* access right is given by D j then r; € Dj. Let the
attribute vector of an individual accessing the content be defined as A={A}, A,,... ,
Ay}, where Ay, As,... , and Ay are M attribute values. Each attribute in the attribute
vector corresponds to the respective access right in the access right vector(R¢). Note
that some attributes such as trust level, friendship level, etc. in the attribute vector
of an individual are not fixed and dependent upon the profile individual is visiting.
Such attributes need to be obtained first during the access control process

The individual can access the content c if A; € r;, V j < M. When the profile of
an individual /; is visited by another individual I, then all the contents to which I,
is authorized to view are identified and displayed, as shown in example 1.

Example 1: Let an individual 1] has 3 contents, ¢, ¢; and c3 in his profile with ac-
cess rights vector R°!, R°2 and R“3 given as (with access rights as friendship level(F),
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trust level(7') and age(AG), each having domain O to 100):
R'={F=(40, 100], T=(30, 80], AG=(0, 100]}
R2={F=(24, 60], T=(63, 100], AG=(18, 100]}
R3={F=(40, 80], T=(70, 100], AG=(16, 100]}

Access right vector R°! states that the content ¢; can be accessed by a person
having friendship level between 40 and 100, trust level between 30 and 80, and age
between 0 and 100. Similarly, R“? and R“3 can be interpreted. Let an individual I,
with the attribute vector A={50, 40, 25} visits the profile of I;. Now, the attributes
50, 40, and 25 are within the ranges (40, 100], (30, 80], and (0, 100] respectively.
Therefore I, can access c¢y. But for ¢, and c3, trust level=40 of the individual 1, is not
within the access rights ranges (63, 100] and (70, 100] respectively. So, I, cannot
access the contents ¢, and ¢3 and only ¢; will be displayed.

The model presented above uses only a single range for each access right but
access rights in present day social networks may be discrete and may consist of
multiple discrete ranges. For example, a user may allow access of a content in few
different regions, which may not be represented with a single range. So, to reflect
the existing social networks, instead of directly using the same model in [9][10], we
use a social network model in which access rights can have multiple discrete ranges.
However, in the rest of this chapter, for the sake of simplicity, we first present the
case of all access rights with a single range and then provide the extensions required
to accommodate the multiple access rights ranges.

4 Proposed Efficient Access Control Mechanism

In this section, we first present our proposed bit-vector transform based access rights
organization and an access control mechanism using the data after the organization.
Then we also propose the mechanisms(in the bit-vector transform domain) for dele-
tion of contents from the profile and modification of access rights associated with a
content.

4.1 Access Rights Organization

Let each content has M access rights associated with it. We organize the access
rights associated with the contents into an M dimensional space. As shown in figure
1, each dimension corresponds to a particular access right and divided into several
elementary ranges. Each elementary range has a bit-vector associated with it. The
bit-vectors are string of bits 0’ or *1’. Number of bits in the bit-vectors is equal to
the number of contents in the profile of the user. Each bit in a bit-vector corresponds
to a particular content. Thus, if a user has N content items in his profile then the
length of bit-vectors will be N bits; and the n'" bit in the bit-vector will correspond
to the n/" content. For example, figure 3(e) represents the dimension for friendship
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level(F) in example 1. There are 5 elementary ranges viz. O to 24, 24 to 40, 40 to
60, 60 to 80, and 80 to 100. Since there are 3 contents in example 1 so in figure
3(e) each elementary range has a 3 bits length bit-vector (shown in rectangular box)
associated with it.

B, B, Bs

Dmin Dmax

Elementary ranges

Fig. 1 Illustration of elementary ranges and bit-vectors

Initially, each access right’s dimension is assumed to contain only one elementary
range in the entire domain D ;= (D’}”", D] of the 7 access right. D’j?’i” and D}
are the minimum and maximum values respectively in the j access right’s domain.
No bit-vector is assumed to be present for the initial elementary range(the first bit
in a bit-vector is inserted when the first content is inserted). Two steps viz. access
right’s range insertion and modification of bit-vectors, are required for access rights’
organization. In the first step, the range of access rights in the contents is inserted
along the respective access right’s dimension. In the second step, existing bit-vectors
are modified by appending a new bit to them.

1) Access Right’s Range Insertion: Let the range of the j* access right for the
n'" content be [a;?, b?]. We call ARJnsert(a;?) and ARJnsert(b;?) for the insertion of
(dj, b'}]. The process AR_Insert(x;) is as defined in algorithm 1. During the insertion
process the point x; is inserted in the numerical order if it was not already present
along the j”* access right’s dimension. If x ; is inserted then the same bit-vector as
the elementary range in which it is inserted is assigned to both the elementary ranges
formed after insertion. The same process is used for all M dimensions.

Figure 2 (a) shows the initial range of friendship dimension in example 1. To
insert the access right’s range (which is (40, 100]) in the first content initially algo-
rithm 1 is called with the parameter x;=40. Since x;=40 was not present along the
access right’s range in figure 2 (a) so x;=40 inserted in the numerical order between
0 and 100 as shown in figure 2 (b). Since there was no bit-vector present for initial
elementary range (0, 100] so no bit-vector is assigned to newly formed elementary
ranges viz. (0, 40] and (40, 100]. Next algorithm 1 is called with the parameter
x;=100. Since 100 is already present along the access right’s dimension in figure 2
(b) so we need not to insert it again. The access right’s dimension remains same as
in figures 2 (b) and (c) after calling the algorithm with x;=100.
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Algorithm 1 AR _Insert(j, x;)

Input: j: A numerical value between 1 and M do determine the access right dimension.
x;j: A numerical value to be inserted along the j™ access right’s dimension.
Output: Modified j* access right’s dimension.
Procedure:
Search x; along the j dimension.
if x; is already present along the J™ access right’s dimension then
| Exit.
else

1. Insert x; in numerical order along the j™ access right’s dimension.
2. Assign the same bit-vector as previous elementary range to both the newly generated ele-
mentary ranges formed due to the insertion of x; (as in figures 3(b) after insertion of points
x;=24 and x;=60 in figure 3(a)).
3. Return the modified j/* access right’s dimension.

end

-100 —00 -100
—+40 -+40
-Q -0 Lo
CY) (b) ©

Fig. 2 (a). Initial friendship(F) access right dimension. (b). Access right dimension after insertion
of the end point 40 in the first content.(c). Access right dimension after insertion of the end point
100 in the first content.

2) Modification of Bit-vectors: Each bit in a bit-vector corresponds to a partic-
ular content. Thus, if n — 1 contents are present then bit-vectors will be of length
n — 1 bits, which needs to be changed to n bits while inserting a new content. Bit-
vectors of all the elementary ranges are modified by appending a bit equal to 0 or 1
to them. We call the algorithm 2, BV _Modify(j,d},b"}), to modify the bit-vectors.
The algorithm appends a bit equal to 1 in the bit-vectors corresponding to all the

elementary ranges between a;? and b’} and O to rest of the bit-vectors. Thus, in the

bit-vector transform domain if the n" bit for a content is 1 in an elementary range
then the elementary range will be within the respective access right’s range in the
n'" content. This is used as a basis in access control mechanism in section 4.2.
Figure 3(a) shows the friendship access right’s dimension after insertion of initial
bit-vectors in figure 2(b). Figures 3(b) and 3(d) show access right’s range insertion
steps for the second and third content respectively. 3(c) and 3(e) show bit-vector
modification step after the insertion of second and third content respectively.
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Algorithm 2 BV _Modify(j,d},b})

Input: 4, b';: End points of the j™ access right’s range in the n
Output: Modified j* access rights dimension.

Procedure: _
1. Append a bit equal to 0 to the LHS of all the bit-vectors present between D’ and '} along the

" content.

j™ access right’s dimension.
2. Append a bit equal to 1 to the LHS of all the bit-vectors present between a; and b7 along the

j™ access right’s dimension.
3. Append a bit equal to 0 to the LHS of all the bit-vectors present between b’} and D7 along the

j™ access right’s dimension.
4. Return the modified j™* access right’s dimension.

-400 -400 -4100 -4100 400
| {01 | 001
1 01 <180 —180
1 01 101
—460 —460 2160 160
1 [11 11 111
‘40 <40 =40 —40 140
[ 0| [10 10 010
[ O | 24 =24 24 =24
\I [00 00 000
1o J1o ) m ) d1o
@) (b) (©) (d) e)

Fig. 3 Illustration of the Content Insertion Process

If multiple discrete ranges are present for an access right associated with a con-
tent then insertion process is modified slightly. Let d number of discrete ranges
viz. (a;?I, b71]’ (as?z, bs?z],..., (a;?d, b;?d] are present for the j’h access right. In the
first step, all the end points of all the ranges are inserted along the j* dimen-
sion using algorithm 1. For the bit-vector modification step, initially algorithm 2,
BV _Modi fy(a'}I ,b?l) is called (for the first range). For doing bit-vector modifica-
tion using all other ranges, the bit-vector modification step is slightly modified. In
the modified algorithm for the i""(1< i< d) range, we don’t insert a new bit but
change the n'" bit to 1 in all the bit-vectors present between dj and b’; . This ensures
that the size of the bit-vectors remain 7 bits if n contents are inserted, irrespective of
the number of ranges.

4.2 Access Control Mechanism

Let the attribute vector of an individual accessing the contents be given by A={A|,
As,.. Ay }. Initially, for each value of j, a search is made for A; along the j di-
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mension. Let the elementary range which contains A be given by E; and respective
bit-vector be given by B;. The contents for which the 7 access right’s range con-
tains E;, their corresponding bit will be equal to 1 in B;(see section 4.1). Thus, the
j™ access right’s range will also contain A; as A ;€E ;.

A content(say n'") can be accessed by an individual if he satisfies all M access
rights conditions to access the content. Thus, the n™™ bit must be equal to 1 in all
M bit-vectors searched over all access right’s dimensions. This information can be
obtained by taking an AND operation between the bit-vectors obtained for all access
right dimensions(if a particular bit is 1 in all bit-vectors then that bit will also be
equal to 1 in the bit-vector obtained after AND operation). As shown in equation
1, final bit-vector B is obtained by performing AND operation between all the bit-
vectors.

B= BiABoA\...ANBy (D)

Finally, we scan the final bit-vector B to identify the contents bits corresponding to
which is 1. To identify the n'h (1< n< N) bit, we perform an AND operation of B
with a bit vector containing 7" bit 1 and other bits 0. If the result is 1 then the n'"
content can be accessed.

Example 2. Consider the individual I, in example 1 accesses the contents shared
by I;. The attribute vector of I, is A={50, 40, 25}. Figure 4 shows friendship (F),
trust (7') and age dimensions after the insertion of all three contents in example 1.
The first attribute(having value 50), belongs to the elementary range 40 to 60 in
figure 4(a). Hence, B1=111 in this case. Similarly, for other two access rights bit-
vectors can be calculated (using figures 4(b) and 4(c)) and are given as: B,=001 and
B3=111. In this case, B=111A001A111=001. Since, only the bit corresponding to c;
is 1 therefore I, can only access the content ¢1, which is in accordance with example
1.

F T AG

-4 00 -400 400
001 110

480 180 (111 |
101 T11 +i1s

J60 370
T11 011 (101 |

I Ye) <63

[010 | (001 | T16
T4 430
001
000 000 ESISEN
o o o
@) L) )

Fig. 4 (a). Friendship dimension (F), (b). trust dimension (7'), and (c). age dimension (AG) after
insertion of contents in example 1.
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The access control mechanism is also valid if multiple ranges are possible for an
access right as the bit corresponding to a content is 1 in the bit-vectors corresponding
to all the ranges present for the content.

4.3 Modification of Access Rights

The access rights associated with the contents can be modified by the content own-
ers. These changes must be reflected in the bit-vector transformed domain. Let the
user changes a range in the j/ access right associated with the n” content from [a s
bj] to [a’j, b;]. Then algorithm 3, AR_Modification(n, j, aj, bj, a}, b’j), is used to
reflect the change in bit-vector transform domain. In the algorithm, we first change
the n'" bit in every bit-vector between a jand b; to 0. After that the algorithm calls
AR _Insert(a’;) and AR Insert(b';) (algorithm 1) to insert the points a’;, and b’ if they
are not already present. Then it sets n’ bit in all the bit-vectors between a’;, and b,
to 1. Finally, the algorithm removes a; and/or b; if no other content shares the end
points a; and/or b; using algorithm 4. This is to reduce the search time and storage
space by removing any redundant point along the access right’s dimension.

Algorithm 3 AR Modification(n, j, aj, bj, ', b’,)

th th

Input: a; and b;: Original end points of the j"* access right’s range for the n

a;- and b;-: New end points of the j* access right’s range for the n'"

content.
content.

Output: Modified j"* access right’s dimension.

Procedure:

Make the n'" bit to 0 in all the bit-vectors between a jand b;.

Call AR Insert(d’;) and AR _Insert(b';).

Set the n'” bit to 1 in all the bit-vectors between d; and b;.

Call delete_point(j, a;).

Call delete_point(j, b;).

Return j™* access right’s dimension.

S e M

Algorithm delete_point(j, x;) first obtains the bit-vectors for the elementary
ranges just before and after x; along the j access right’s dimension. If both are
equal this implies that no content has x; as an end point for the j™ access right.
Thus, the point x; can be deleted.

4.4 Deletion of a Content

In social networks, a user can delete a content from his profile. The algorithm 5,
delete_content(n), is used to delete the n'" content from the user’s profile. Two steps
are required. In the first step, the 7' bit in all the bit-vectors is made 0. Next, if no
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Algorithm 4 delete_point(j, x;)

Input: x;: The point to be deleted from the j™ access right’s range.

Output: Modified j* access right’s dimension.

Procedure:

ifXj:D.;’”" or x/:D;"‘”‘ then

| Exit.

else
Let the bit-vectors for the elementary ranges just before and after x; be given by By,,, and By;gj,
respectively.

if Blow =Bl1igh then

L Delete x; from the j*

access right’s range.

Return j** access right’s dimension.

other content shares the end points a; and/or b; then remove a; and/or b; from the
j™ dimension. Algorithm 4 is used to remove a j and/or b;.

Algorithm 5 delete_content(n)

Input: n: ID of the content to be deleted.

Output: Modified version of all M access rights’ dimensions.

Procedure:

for j=1to M do

. Make the n'" bit in each bit-vector equal to 0.

Let the range of j'" access right in the n'* content be given by [a > bjl.
. Call delete_point(j, a;).

. Call delete_point(j, bj).

AW -

end

4.5 Efficient Data Representation

In the bit-vector transform domain, end points of elementary ranges along each
access right dimension are present in the increasing order of magnitude. This sug-
gests use of efficient data structures such as binary search trees(BST), AVL trees,
red black trees[30] etc. to represent each access right dimension. As AVL trees are
more search efficient[29][30] so we use an AVL tree to represent each access right’s
dimension. A separate AVL tree is designed for each access right’s dimension. In
this section, we briefly describe the procedure for insertion and searching of data in
AVL trees.

There are two types of nodes in each AVL tree: internal nodes and leaf nodes. As
shown in figure 5, the internal nodes(in circles) in each AVL tree stores the points
along the access right’s dimension. Whereas, leaf nodes(in rectangles) store the bit-
vector corresponding to an elementary range determined by the values stored in
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internal nodes. For example, in figure 5(b) the bit-vectors 00, 10, 11, and O1(from
left to right) corresponds to elementary ranges 0 to 24, 24 to 40, 40 to 60, and 60 to
100 respectively.

Two steps(corresponding to access rights insertion and bit-vector modification
steps in section 4.1) are required for the insertion of access rights in an AVL tree. The
first step is access right’s range insertion and the second step is bit-vector modifica-
tion. During the access right’s range insertion process, the end points of the access
right’s ranges are inserted one by one using the normal insertion process in AVL
trees [30]. During the bit-vector modification step, an in-order traversal(recursive
processing of the tree in the order: the left sub-tree, root, and right sub-tree) in the
AVL tree is performed. If the range of the j access right is given by [a j» bj] then
all the bit-vectors in between a; and b; are appended with a bit equal to 1 and rest
of the bit-vectors are appended with a bit equal to 0. Figure 5(a), 5(b), and 5(c) il-
lustrates an AVL tree designed for the access right dimension shown in figure 3(a)
3(c), and 3(e) respectively.

For the access control mechanism discussed in section 4.2, a search along each
access right’s dimension is required. Following algorithm(algorithm 6) is used to
search along the bit-vector along the j” dimension(let the j" attribute in the at-
tribute vector of a person accessing the content be given by A ).

Algorithm 6 Search(j, Aj)

Input: j: Dimension to search.

Aj: A numerical value to be searched along j* " dimension.

Output: Bit-vector corresponding to A .

1. Set the root node as current node.

2. Compare the value A; with the value stored in the current node. If A; is greater than the value
stored in the current node then assign the right child of the current node as current node. Else
assign the left child of the current node as current node.

3. If current node is a leaf node then bit-vector stored in the node is the bit-vector required. Else
go to step 2.

5 Grouping of Contents With Same Access Rights

Practically in present social networks, a number of contents shared by a user may
have the identical access rights vector. This fact may be used to do the access control
more efficiently (as compared to bit-vector transform proposed in section 4). In
this section, we present an algorithm to do the access control more efficiently by
identifying the contents with identical access rights vector. The algorithm works
efficiently by deriving the smaller length bit-vectors after identification of contents
with the identical access rights vectors. The proposed algorithm consists of two
steps. First the grouping of contents with similar access rights vector and smaller
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Fig. 5 Insertion process in AVL tree

length bit-vector derivation, and second efficient access control using the smaller
length bit-vectors derived. Next, we discuss both these steps in detail.

5.1 Grouping of Contents

Let a user has previously n — 1 (n>1) number of contents in his profile and these
contents are divided into p (p<n — 1) different groups such that contents in each
group have identical access rights vector (i.e. all M access rights ranges have iden-
tical end point values for all the contents in a group). To do the access control more
efficiently in such cases, instead of using n — 1 length bit-vectors we use p length
bit-vectors. i bit in a bit-vector represents the i/’ group of contents. To identify the
access rights vector and contents in each group we maintain a table of the form table
1 mapping the group IDs with the rights vectors and content IDs. Following process
is used when n'* content is added to the profile.

Table 1 Mapping of group ID with access rights vector and content IDs

group ID| Access rights vector | content IDs
1 R1={r||,r12,..., rlM} 1,3, 8, 10, 11, 15
2 Ro={ra1, raseees Fam } 2,12, 16
3 R3={r31, 132, F3M } 4,7, 14
4 Ry={ra1, ran,..., r4M} 5,6,9,13,17

Let the j access right’s range in the n'" content be given by [a;?, b’}]. Initially
we obtain the bit-vector at the points a’} and b;?. The " bit’s value (0 or 1) in these

bit-vectors give information on whether a’} and/or b’} are present in the j* access

right’s range in the #/" group of contents. In order to find all such groups (with

bits=1), we take an AND operation between these two bit-vectors obtained at a;?
and 0;. Let B be the resultant bit-vector obtained after taking the AND operation. If
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the i bit of B is equal to 1 then both a’j and b’; will be within (not necessarily exactly

identical) the access rights’ ranges in all the contents in the i/ group of contents.
Note that there can be multiple bits=1 in B, each position of a bit=1 implies that all
the access rights’ ranges in the n'" content are within the access rights’ ranges of
the group at the bit position. Finally, we need to find the group whose access rights’
ranges exactly match the access rights’ ranges of the n'* content. For this purpose,
we compare the access rights ranges in the 7" content with the access rights ranges
of all group for which bit is 1 in B. If any such group is found then the content
is added to that group and no further comparisons are required (as access rights
associated with each group are different and at most one group’s access rights can
exactly match the access rights associated with the content). In this case no change
is required in the p length bit-vectors associated with the elementary ranges. Else if
no such group is found then a new group containing only the 7" content is created.
And new elementary ranges are inserted and a new (p+1)" bit is added to each bit-
vector according to algorithms 1 and 2. The same process is applied every time a
new content is added to the profile.

5.2 Access Control After Grouping of Contents

Let the attribute vector of an individual accessing the contents be given by A={Aj,
Aj,... Ay} Initially, we follow the same process as discussed in section 4.2 to obtain
the resultant bit-vector B. Let there be total p groups of contents then the resultant
bit-vector obtained will consist of p bits, each bit corresponds to a particular group
of contents. The value of the bit for a group of contents is 1 if all the contents in
the group can be accessed by the individual. So, we scan the bits in B. Then in the
mapping table between group IDs and content IDs, go to the groups respective to
bits=1 in B and then present all the content in the groups to the individual accessing
the contents.

The method presented is efficient as the bit-vectors, after identification of con-
tents with identical access rights vector, consist of less number of bits. Hence the
number of comparisons during AND operation and scanning of bit-vectors will be
low.

6 Performance Analysis

In this section, we analyze both mathematical as well as experimental performance
of our proposed method in terms of time required to access the contents, stor-
age space, and insertion time. For experimental performance analysis, we use re-
lational database(RDB) model as reference for storing the access rights. This is be-
cause most of the literature[9][10] and existing social networks [17] use relational
database for storing the access rights. In RDB model, access rights are stored in
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tabular format in a relational database(DB). Each row in the table corresponds to a
particular content and each column corresponds to a particular access right. In this
section, we first present the reason for efficient access control and then we present
the mathematical and experimental analysis.

The proposed method of access rights organization using bit-vector transform
outperforms the RDB model of access control because of following reasons. Firstly,
the maximum possible elementary ranges along each access right’s dimension can-
not be more than maximum possible values in the domain of that access right. Thus,
in our proposed arrangement the search space is limited to the number of values in
the domain of the access right. Secondly, the search time along each access rights
dimension is further reduced as each dimension can be represented using AVL tree
structure. For example, If there are 1000 contents with a person. To verify the cre-
dential of an individual accessing the content(assuming a single access right), 2000
comparisons are needed (assuming only single range with each access right) if we
use RDB based access control model. If the domain of that particular access contain
100 values then our method requires 100 comparisons if we do not represent access
rights with an AVL tree. Only 8 to 10 comparisons are needed for the same purpose
when we represent the dimension using an AVL tree. In case of multiple access
rights associated with each content, our method requires M-1 more AND operation
between the bit-vectors obtained for each access right’s dimension, where M is the
number of access rights associated with each content. But still our method remains
much more efficient. As discussed in mathematical and experimental analysis, the
relative gain becomes even more for the case of multiple ranges per access right.

6.1 Mathematical Performance Analysis

To analyze the mathematical performance, we assume that there are N number of
content present and each content is defined with M access rights. For ease of un-
derstanding, we derive the expressions for access rights with single range only. We
discuss the effect of multiple discrete ranges on performance in section 6.2.

1) Access Time Required: Let after insertion of N contents, j** access right’s
dimension is divided into n; number of elementary ranges. The complexity for the
searching step will be O(loga(n;)) for the j* access right’s dimension. If there are N
contents then each bit-vector will be N bits long. It can be represented using [N /k|
integers in computer, where & is the number of bits in the data format(e.g. integer
or long) using which bit-vectors represented in computers(/N bit long bit-vectors are
implemented using a linked list containing [N/k]| elements). Further, M — 1 AND
operations will be required to get the final bit-vector. Thus, the time required for the
second step will of O((M — 1)*[N/k]). Finally, the bit-vector obtained is scanned to
find the bits which are equal to 1 for finding the contents which a person can access.
This step requires N number of AND operations. Thus, the total time required can be
given as kl*Zlyzl (loga(n;j))+ ka*((M-1)*[N /k]+N). Here, ki and k; are arbitrary
system dependent constants.
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2) Space Complexity: The space complexity is given by the space required to
store the bit-vectors and end points of elementary ranges. Each bit-vector consists
of N bits and there n; number of bit-vectors along the 7 access rights dimension.

Thus, the space required to store the bit-vectors will be ):}J‘.”:l nj* N bits or if bits are
represented in integer format then the space required will be 1]‘-”:1 njx[N/k]*k.To
store the end points of elementary ranges, we require to store n; integers along the
j" access right’s dimension. Thus, the space required to store elementary ranges will
be Zlyzl nj*k. In addition, 2*N*M*k bits of space is required to provide an interface
for the access rights. Thus, the total space required will be Z]J‘-il njx([N/k]*k+
k)+2*N*M*k bits.

3) Insertion Time complexity: The first step of the insertion process is to in-
sert the both end points of all access rights. The time required for this step is
k1*2*log(n;) for the 7 access right’s dimension. The second step is the bit-vector
modification. Let the range of j access right be given by [a j» bj]. Let the number
of elementary ranges between a; and b; be given by n’] Then the time required for

the second step would be kz*zl}”: ln’] Thus, the overall time complexity would be
2%k L log(nj)+ kz*):’y:ln;.

6.2 Experimental Performance Analysis

All the experiments were performed on Intel(R) core(2) 2.40 GHZ 32-bit CPU with
2 GB RAM. We perform the experiments for access time required for the number of
concurrent profile accesses in the system, assuming that on an average 1000 contents
are present in each user’s profile. For storage space and insertion time complexity,
we perform experiments for up to 10000 contents(N) in the user’s profile. For the
experiments purpose, we assume that the number of access rights associated with
the contents are between 7 and 15. The number of values in the domain of access
rights is randomly chosen in between 10 and 100. The value of k is 32 in our case
as we represent bit-vectors using integer format. We compare the performance after
considering both single ranged and multiple ranged access rights. For multi-ranged
access rights we assume that 3 access rights out of all access rights can have mul-
tiple discrete ranges. To show the effect of multi-ranged access rights, we do the
experiments by assuming up to 4 ranges for these access rights.

1) Access Time Required: Figure 6 shows the comparison os access time per-
formance of our approach with RDB based approach for the case of single range
and multi-ranged access rights. As shown in figure 6, our approach outperforms the
RDB based approach for all the values of concurrent content accesses. It can also
be observed that, in contrast to RDB approach, our approach takes almost same
time in both single-ranged and multi-ranged access rights cases. This is because
in our method number of AND operations required are same for both the cases.
The only difference is searching along the access right dimensions. The search time
along each access right’s dimension also becomes almost same as the number of
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elementary ranges(n;) reaches to maximum possible elementary ranges in access
rights’ domain. Thus, the proposed mechanism is more suitable for present social
networks, which may have access rights in the form of multiple discrete ranges.

16000 -
- — — Our Approach-single range

14000+| * RDB approach-single range 1
—— Our Approach—-multiple ranges
120001 | - RDB approach—-multiple ranges 1

10000 o '
8000 o |
60001 o ]

4000( e 1

Access time required(in mSec)

2000t |

0 7
0 2 4 6 8 10
Number of concurrent Accesses X 104

Fig. 6 Access control time

2) Space Complexity: The storage space is given by the space required to store
the bit-vectors, end points of elementary ranges and access rights in the original
RDB form(required for providing an interface to users). Figure 7 compares the per-
formance in terms of storage space required to store N contents in a profile. Al-
though, the storage of access rights in bit-vector transform takes lesser time but
additional space is required to store the access rights in the original RDB form
along with the contents. Overall overhead for the case of single-ranged access rights
is about 60-70%. The overhead is relatively smaller for the case of multi-ranged
access rights due to finite possible access rights’ ranges.

3) Insertion Time Complexity: Figure 8 shows the insertion time complexity
for insertion of N content when N — 1 contents are already present. As derived
in section 6.1, the insertion time depends on n; and n’j, it does not depend on N.
So, the curve initially rises until maximum elementary ranges are reached then it
becomes almost constant. The overhead due to the insertion is very less. For most
of the values of NV, it is much less than the time required to do the access control with
RDB approach. In particular, we observe that it is about 3 times to 30 times less for
N=1000 to N=10000(see figures 6 and 8). In case of multi-ranged access rights, the
insertion time is proportional to the number of ranges. However, we need to insert
the contents only once. And in general, every content in MMSN:ss is accessed several
times so the overall effect of insertion complexity on the system performance would
be small.
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7 Conclusion

Efficient access control in MMSNSs is an important requirement with the fast rate
of proliferation of MMSNs and new innovative access control requirements. In this
chapter, we presented an efficient access control mechanism for MMSNSs. The pro-
posed mechanism is suitable and scalable for present social networks as it can easily
handle fine grained access control and other functionalities required in existing MM-
SNs. Experimental results show that our technique is about 30 times more efficient
than the existing access control mechanisms. The overhead due to insertion of ac-
cess rights and storage space is also small. Thus, our proposed bit-vector transform
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based access control mechanism turns out to be a good choice for storing the access
rights associated with the contents in MMSNs.
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